Wazuh 4.14.5 Deployment and Configuration Guide
Ubuntu 24.04 LTS

Wazuh Indexer Configuration
1. Create config.yml and Remove Old Certificates
Run the following commands:
sudo su
cd /opt/wazuh/

rm -rf wazuh-certificates.tar
rm -rf wazuh-certs-tool.sh
rm -rf config.yml
rm -rf wazuh-certificates-tool.log

curl -sO https://packages.wazuh.com/4.14/wazuh-certs-tool.sh
curl -sO https://packages.wazuh.com/4.14/config.yml
Edit the configuration file:
nano /opt/wazuh/config.yml
Replace all IP addresses with your instance Private IP address.
You must update the IP values for:
· Wazuh Server
· Wazuh Indexer
· Wazuh Dashboard

2. Generate Certificates with New Private IP
cd /opt/wazuh/

bash ./wazuh-certs-tool.sh -A

tar -cvf ./wazuh-certificates.tar -C ./wazuh-certificates/ .

rm -rf ./wazuh-certificates

3. Configure Wazuh Indexer
Edit:
nano /etc/wazuh-indexer/opensearch.yml
Update the following value:
network.host: YOUR_PRIVATE_IP
Explanation:
· network.host defines the address used for HTTP and transport traffic.
· Use the same IP address configured in config.yml during certificate generation.
Replace example IP 172.31.25.103 with your own Private IP.

4. Enable and Restart Wazuh Indexer
systemctl daemon-reload
systemctl enable wazuh-indexer
systemctl restart wazuh-indexer

5. Initialize Wazuh Indexer Security
Run the following command on any Wazuh Indexer node:
/usr/share/wazuh-indexer/bin/indexer-security-init.sh
This command loads the new certificate information and initializes the cluster.

Wazuh Manager Configuration
1. Configure Filebeat Connection
Edit:
nano /etc/filebeat/filebeat.yml
Replace:
hosts: ["127.0.0.1:9200"]
With:
hosts: ["YOUR_PRIVATE_IP:9200"]
Replace the example IP with your Wazuh Indexer Private IP.

2. Configure Wazuh Indexer Connection
Edit:
nano /var/ossec/etc/ossec.conf
Update:
<hosts>
  <host>https://YOUR_PRIVATE_IP:9200</host>
</hosts>
Replace the IP with your Wazuh Indexer Private IP.

3. Restart Wazuh Manager
systemctl restart wazuh-manager

Wazuh Dashboard Configuration
1. Configure Wazuh Dashboard
Edit:
nano /etc/wazuh-dashboard/opensearch_dashboards.yml
Update the following values:
server.host: 0.0.0.0
server.port: 443
opensearch.hosts: https://YOUR_PRIVATE_IP:9200
Explanation:
· server.host allows remote access to the dashboard.
· opensearch.hosts defines the Wazuh Indexer connection endpoint.
Replace the example IP with your Private IP.

2. Enable and Restart Wazuh Dashboard
systemctl daemon-reload
systemctl enable wazuh-dashboard
systemctl restart wazuh-dashboard

3. Configure Wazuh Dashboard Manager Connection
Edit:
nano /usr/share/wazuh-dashboard/data/wazuh/config/wazuh.yml
Replace:
<WAZUH_SERVER_IP_ADDRESS>
With your Wazuh Manager Private IP address.

Replace Certificates with New Private IP
Remove Existing Certificates
rm -rf /etc/wazuh-indexer/certs
rm -rf /etc/filebeat/certs
rm -rf /etc/wazuh-dashboard/certs

cd /opt/wazuh/

Configure Wazuh Indexer Certificates
mkdir /etc/wazuh-indexer/certs

tar -xf ./wazuh-certificates.tar -C /etc/wazuh-indexer/certs/ \
./node-1.pem ./node-1-key.pem ./admin.pem ./admin-key.pem ./root-ca.pem

mv -n /etc/wazuh-indexer/certs/node-1.pem /etc/wazuh-indexer/certs/indexer.pem
mv -n /etc/wazuh-indexer/certs/node-1-key.pem /etc/wazuh-indexer/certs/indexer-key.pem

chmod 500 /etc/wazuh-indexer/certs
chmod 400 /etc/wazuh-indexer/certs/*
chown -R wazuh-indexer:wazuh-indexer /etc/wazuh-indexer/certs

Configure Filebeat Certificates
mkdir /etc/filebeat/certs

tar -xf ./wazuh-certificates.tar -C /etc/filebeat/certs/ \
./node-1.pem ./node-1-key.pem ./root-ca.pem

mv -n /etc/filebeat/certs/node-1.pem /etc/filebeat/certs/filebeat.pem
mv -n /etc/filebeat/certs/node-1-key.pem /etc/filebeat/certs/filebeat-key.pem

chmod 500 /etc/filebeat/certs
chmod 400 /etc/filebeat/certs/*
chown -R root:root /etc/filebeat/certs

Configure Wazuh Dashboard Certificates
mkdir /etc/wazuh-dashboard/certs

tar -xf ./wazuh-certificates.tar -C /etc/wazuh-dashboard/certs/ \
./node-1.pem ./node-1-key.pem ./root-ca.pem

mv -n /etc/wazuh-dashboard/certs/node-1.pem /etc/wazuh-dashboard/certs/dashboard.pem
mv -n /etc/wazuh-dashboard/certs/node-1-key.pem /etc/wazuh-dashboard/certs/dashboard-key.pem

chmod 500 /etc/wazuh-dashboard/certs
chmod 400 /etc/wazuh-dashboard/certs/*
chown -R wazuh-dashboard:wazuh-dashboard /etc/wazuh-dashboard/certs

Restart All Services
systemctl daemon-reload

systemctl restart wazuh-indexer
systemctl restart wazuh-manager
systemctl restart filebeat
systemctl restart wazuh-dashboard

filebeat test output

Wazuh Agent Installation
Linux Agent Installation
Run the following commands:
apt-get install gnupg apt-transport-https

curl -s https://packages.wazuh.com/key/GPG-KEY-WAZUH | \
gpg --no-default-keyring \
--keyring gnupg-ring:/usr/share/keyrings/wazuh.gpg \
--import && chmod 644 /usr/share/keyrings/wazuh.gpg

echo "deb [signed-by=/usr/share/keyrings/wazuh.gpg] \
https://packages.wazuh.com/4.x/apt/ stable main" | \
tee -a /etc/apt/sources.list.d/wazuh.list

apt-get update

WAZUH_MANAGER="YOUR_PRIVATE_IP" apt-get install wazuh-agent
Replace the example IP with your Wazuh Manager Private IP.

Windows Agent Installation
Download the installer:
https://packages.wazuh.com/4.x/windows/wazuh-agent-4.14.5-1.msi

Install Using CMD
wazuh-agent-4.14.5-1.msi /q WAZUH_MANAGER="YOUR_PRIVATE_IP"

Install Using PowerShell
.\wazuh-agent-4.14.5-1.msi /q WAZUH_MANAGER="YOUR_PRIVATE_IP"
Replace the example IP with your Wazuh Manager Private IP.

Network Requirements
Important:
· Wazuh Manager and Agents must be able to communicate over private connectivity.
· Both systems should be within the same VPC, or connected using:
· VPC Peering
· Transit Gateway
· VPN Connectivity
Allow the following ports in your Security Groups and Firewalls:
	Port
	Protocol
	Purpose

	1514
	TCP/UDP
	Agent Communication

	1515
	TCP
	Agent Enrollment

	443
	TCP
	Wazuh Dashboard

	55000
	TCP
	Wazuh API



Recommendations
· Recommended Instance Type: t3.large or higher
· Recommended Storage: 50 GB SSD or higher
· Always use Private IPs for internal communication
· Configure proper DNS and SSL certificates for production environments
· Change default passwords immediately after deployment


